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Virtual private networks (VPNs) based on the Internet instead of the traditional leased lines offer
organizations of all sizes the promise of a low-cost, secure electronic network. However, using the Internet to
carry sensitive information can present serious privacy and security problems. By explaining how VPNs
actually work, networking expert Jon Snader shows software engineers and network administrators how to
use tunneling, authentication, and encryption to create safe, effective VPNs for any environment.

Using an example-driven approach,  VPNs Illustrated  explores how tunnels and VPNs function by
observing their behavior "on the wire." By learning to read and interpret various network traces, such as
those produced by tcpdump, readers will be able to better understand and troubleshoot VPN and network
behavior.

Specific topics covered include:

Block and stream symmetric ciphers, such as AES and RC4; and asymmetric ciphers, such as RSA and●

EIGamal
Message authentication codes, including HMACs●

Tunneling technologies based on gtunnel●

SSL protocol for building network-to-network VPNs●

SSH protocols as drop-in replacements for telnet, ftp, and the BSD r-commands●

Lightweight VPNs, including VTun, CIPE, tinc, and OpenVPN●

IPsec, including its Authentication Header (AH) protocol, Encapsulating Security Payload (ESP), and IKE●

(the key management protocol)

Packed with details, the text can be used as a handbook describing the functions of the protocols and the
message formats that they use. Source code is available for download, and an appendix covers publicly
available software that can be used to build tunnels and analyze traffic flow.

VPNs Illustrated  gives you the knowledge of tunneling and VPN technology you need to understand
existing VPN implementations and successfully create your own.
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From reader reviews:

Archie Beard:

Book is to be different for each grade. Book for children till adult are different content. As you may know
that book is very important for all of us. The book VPNs Illustrated: Tunnels, VPNs, and IPsec: Tunnels,
VPNs, and IPsec has been making you to know about other know-how and of course you can take more
information. It is extremely advantages for you. The book VPNs Illustrated: Tunnels, VPNs, and IPsec:
Tunnels, VPNs, and IPsec is not only giving you far more new information but also being your friend when
you really feel bored. You can spend your current spend time to read your e-book. Try to make relationship
using the book VPNs Illustrated: Tunnels, VPNs, and IPsec: Tunnels, VPNs, and IPsec. You never sense lose
out for everything in the event you read some books.

Robert Goddard:

Playing with family in a park, coming to see the water world or hanging out with pals is thing that usually
you may have done when you have spare time, in that case why you don't try thing that really opposite from
that. A single activity that make you not experiencing tired but still relaxing, trilling like on roller coaster
you already been ride on and with addition of knowledge. Even you love VPNs Illustrated: Tunnels, VPNs,
and IPsec: Tunnels, VPNs, and IPsec, you are able to enjoy both. It is great combination right, you still wish
to miss it? What kind of hang-out type is it? Oh come on its mind hangout fellas. What? Still don't
understand it, oh come on its named reading friends.

Charles Edwards:

What is your hobby? Have you heard that will question when you got learners? We believe that that query
was given by teacher on their students. Many kinds of hobby, Everybody has different hobby. And also you
know that little person just like reading or as looking at become their hobby. You must know that reading is
very important as well as book as to be the thing. Book is important thing to add you knowledge, except your
own personal teacher or lecturer. You get good news or update about something by book. Numerous books
that can you decide to try be your object. One of them are these claims VPNs Illustrated: Tunnels, VPNs, and
IPsec: Tunnels, VPNs, and IPsec.

Danica Johnson:

A lot of people said that they feel weary when they reading a book. They are directly felt the item when they
get a half areas of the book. You can choose often the book VPNs Illustrated: Tunnels, VPNs, and IPsec:
Tunnels, VPNs, and IPsec to make your own personal reading is interesting. Your own personal skill of
reading talent is developing when you such as reading. Try to choose simple book to make you enjoy to read
it and mingle the impression about book and examining especially. It is to be very first opinion for you to
like to start a book and go through it. Beside that the guide VPNs Illustrated: Tunnels, VPNs, and IPsec:
Tunnels, VPNs, and IPsec can to be your brand-new friend when you're really feel alone and confuse with



what must you're doing of their time.
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