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The Smart Grid has the potential to revolutionize electricity delivery systems, and the security of its
infrastructure is a vital concern not only for cyber-security practitioners, engineers, policy makers, and utility
executives, but also for the media and consumers. Smart Grid Security: An End-to-End View of Security
in the New Electrical Grid explores the important techniques, challenges, and forces that will shape how
we achieve a secure twenty-first century electric grid.

Includes a Foreword by Michael Assante, President and CEO, National Board of Information Security
Examiners

Following an overview of the components of the Smart Grid, the book delves into the evolution of security
standards and regulations and examines ways in which the Smart Grid might be regulated. The authors
discuss the technical details about how metering technology is being implemented and the likely threats and
vulnerabilities that utilities will face. They address the home area network (HAN) and examine distribution
and transmission—the foundation for the delivery of electricity, along with distributed generation, micro-
grids, and operations.

The book explores future concepts—such as energy storage and the use of plug-in electric vehicles
(PEVs)—in addition to the concomitant risk for fraud and manipulation with stored energy. Consumer-
related issues are discussed as they pertain to emerging ways of receiving and generating energy. The book
examines dysfunctions ranging from inadvertent outages to cyber-attack and presents recommendations on
how to respond to these incidents. It concludes with speculation of future cyber-security challenges and
discusses new ways that the grid can be defended, such as better key management and protection.

Written in a style rigorous enough for the practitioner yet accessible to a broad audience, this comprehensive
volume covers a topic that is becoming more critical to industry and consumers everywhere.
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From reader reviews:

Walter Miller:

With other case, little folks like to read book Smart Grid Security: An End-to-End View of Security in the
New Electrical Grid. You can choose the best book if you want reading a book. Provided that we know about
how is important the book Smart Grid Security: An End-to-End View of Security in the New Electrical Grid.
You can add understanding and of course you can around the world by the book. Absolutely right, since
from book you can understand everything! From your country till foreign or abroad you will find yourself
known. About simple factor until wonderful thing you may know that. In this era, we can easily open a book
or perhaps searching by internet gadget. It is called e-book. You need to use it when you feel bored to go to
the library. Let's examine.

Troy Munoz:

People live in this new day of lifestyle always attempt to and must have the extra time or they will get great
deal of stress from both way of life and work. So , whenever we ask do people have spare time, we will say
absolutely yes. People is human not really a robot. Then we inquire again, what kind of activity are there
when the spare time coming to anyone of course your answer will probably unlimited right. Then do you try
this one, reading ebooks. It can be your alternative inside spending your spare time, the book you have read
will be Smart Grid Security: An End-to-End View of Security in the New Electrical Grid.

Marlon Taylor:

Are you kind of hectic person, only have 10 as well as 15 minute in your day time to upgrading your mind
skill or thinking skill perhaps analytical thinking? Then you are experiencing problem with the book as
compared to can satisfy your small amount of time to read it because all of this time you only find e-book
that need more time to be read. Smart Grid Security: An End-to-End View of Security in the New Electrical
Grid can be your answer since it can be read by an individual who have those short extra time problems.

Frances Stone:

Many people spending their period by playing outside with friends, fun activity using family or just watching
TV the whole day. You can have new activity to pay your whole day by looking at a book. Ugh, do you
consider reading a book can actually hard because you have to accept the book everywhere? It okay you can
have the e-book, taking everywhere you want in your Smartphone. Like Smart Grid Security: An End-to-End
View of Security in the New Electrical Grid which is getting the e-book version. So , why not try out this
book? Let's observe.
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